
 
 

Item No. 14   
Town of Atherton 

 
 
 
 
 
CITY COUNCIL STAFF REPORT – REGULAR AGENDA 
 
TO:  HONORABLE MAYOR AND CITY COUNCIL 

GEORGE RODERICKS, CITY MANAGER 
 
FRO                STEVE McCULLEY, CHIEF OF POLICE 
 
DATE:               FEBRUARY 17, 2021 
 
SUBJECT:       AUTOMATED LICENSE PLATE READER AUDIT RESULTS  
 
RECOMMENDATION 
 
Staff recommends the Police Department continue with the Automated License Plate Reader 
(ALPR) audits annually to ensure compliance with existing ALPR policies.    
 
BACKGROUND 
      
At the November 2019 and September 2020 Council meetings, Council approved the leasing of 
the Flock ALPR units to be installed at approved specific locations throughout different areas in 
Town.   
 
To date, the Town has installed 26 Flock cameras which includes four cameras funded by residents.  
There are six additional resident funded cameras in the process of being finalized and installed.  
This will bring the total Flock camera count to 32 (See Attachment 1, Flock Camera Installation 
locations).   
 
The Flock ALPR cameras located throughout Town have proven to be a very valuable 
investigative tool and a proactive crime detection tool.  Within the first few weeks of operation a 
burglary suspect vehicle was identified and linked to a major in-Town burglary. Several felony 
arrests have been made as the result of Flock license plate hits. The arrests include stolen cars and 
wanted, armed violent fugitives. 
 
To ensure the integrity and proper use of the Flock ALPR system, Lexipol Policy Section 469, 
Automated License Plate Readers, requires an annual system audit conducted by an outside 
objective third party (See Attachment 2, Lexipol Policy 469). 
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ANALYSIS 
 
The purpose of the audit is to measure the Police Department’s compliance with Lexipol Policy 
Section 469, Automated License Plate Readers (ALPR) with specific emphasis on Section 469.6, 
Accountability (a) and (b), which requires that officers only access ALPR data for a legitimate law 
enforcement purpose. 
 
The scope of the audit, which was performed by an outside objective third party police agency, 
included random ALPR inquiries made by Atherton Police Department Personnel for: 
 
A) The Department’s one mobile ALPR unit, ranging from 1-1-2020 to 12-31-2020.     
B) The Department’s Flock ALPR camera system, ranging from 1-1-2020 to 12-31-2020. 
 
The methodology for the audit was to review approximately 10% of the total number of ALPR 
inquiries made by Police Department personnel and determined whether that access to the system 
was executed properly and was in compliance with Lexipol Policy 469.6, Accountability.  This 
requires that all data was closely safeguarded and protected by both procedural and technological 
means. The Police Department observed the following Civil Code safeguards regarding the access 
to and use of stored data – Civil Code 1798.90.51; Civil Code 1798.90.53. 
 
The audit results showed the Flock database was queried a total of forty (40) times, including test 
queries.  It was found that Department members were 100% compliant with entering legitimate 
law enforcement or administrative reasons for the queries. It is also noted that the Flock software 
does not allow users to query the database without entering a reason for the search. The recorded 
reasons for the queries varied from “460” to incident numbers and case numbers. An audit of the 
Vigilant (Boss 4) database revealed no queries in this database for calendar year 2020. 
 
It is noted that Department personnel were 100% compliant with the Atherton Police Policy 
Section 469 (See Attachment 3, Flock Camera Audit, dated January 26, 2021). 
 
RECOMMENDATIONS 
 
Staff recommends that the Police Department continue to conduct annual audits on the ALPR 
system to ensure transparency and legitimacy by all users. 
 
POLICY FOCUS 
 
The investment with the Flock ALPR cameras has ensured that the Town is equipped with 
technology that can help to identify vehicles associated with criminal activity, thus deterring and 
helping to proactively suppress criminal misconduct in Town.  By using that information for 
legitimate reasons per Lexipol Policy 469, we can assure the residents of this community that the 
Department is using the tools appropriately and within the course and scope of the duties of those 
that serve Atherton. 
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FISCAL IMPACT 
 
None. There is no cost to running an annual audit of the ALPR system since it will be conducted 
by a neighboring agency within San Mateo County. In order to protect the privacy access 
requirements of the data in the system throughout the audit, the auditing agency must comply with 
all access requirements. This is one of the reasons that the audit is conducted by an outside policing 
agency.  
 
PUBLIC NOTICE 
 
Public notification was achieved by posting the agenda, with this agenda item being listed, at least 
72 hours prior to the meeting in print and electronically. Information about the project is also 
disseminated via the Town’s electronic News Flash and Atherton Online. There are approximately 
1,200 subscribers to the Town’s electronic News Flash publications. Subscribers include residents 
as well as stakeholders – to include, but be not limited to, media outlets, school districts, Menlo 
Park Fire District, service provides (water, power, and sewer), and regional elected officials. 
 
COMMISSION/COMMITTEE FEEDBACK/REFERRAL 
 
This item ____ has or __X___ has not been before a Town Committee or Commission.  
 
____ Audit/Finance Committee (meets every other month) 
____ Bicycle/Pedestrian Committee (meets as needed) 
____ Civic Center Advisory Committee (meets as needed) 
____ Environmental Programs Committee (meets every other month) 
____ Park and Recreation Committee (meets each month) 
____ Planning Commission (meets each month) 
____ Rail Committee (meets every other month) 
____ Transportation Committee (meets every other month) 
____ Tree Committee (meets each month) 
 
 
ATTACHMENTS 
 
Lexipol Policy 469 
Flock Camera Installation locations 
Flock Camera Audit 
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 Resident Funded Cameras 

Resident name / Contact 
Information 

Flock 
Form 
Sent 

Flock 
Form 
Rec 

Flock 
Form 
to CM 

Desired Location of 
Flock Camera(s) 
/Installed Flock 
Camera 

Survey 
Complete 

Camera 
Installed 

The Latham's Email - 
jillalatham@comcast.net, 
michael.latham@ymail.com #650-
327-1470 x x x 

E/B James, E/B 
Linden   

The Gaertner's Email - 
gaertner@gmail.com #650-291-
2285 x x x 

W/B Oak Grove @ 
Toyon E/B Oak Grove 
@ Edge   

Freund Group  x x x 

#20 E/B Britton 
@Alejandra, #21 N/B 
Emilie @ Park, #22 
W/B Alejandra @ 
Brittany Meadows x x 

John Freund Email- 
john@skylineventures.com #917-
705-1219 x x x 

W/B Alejandra @ 
Martin Wunderlich 
Field x  

The Merier's Email- 
lele@anthonymeier.com #650-329-
1876 x x x E/B Isabella @ Elena x  
The Goodstein's Email - 
egoodstein524@gmail.com #650-
464-7449 x x x 

#25 W/B Winchester 
@ ECR, #26 E/B 
MacBain @ Emilie x x 

 
Locations of Town Leased and Resident Funded Flock Cameras 

1. HP Park Entrance       

2. HP Park Exit       

3. N/B Middlefield @ Ravenswood       

4. E/B Watkins @ El Camino       
5. W/B Fair Oaks Ave @ 
Middlefield Road       
6. S/B Middlefield Road @ 
Jennings Ln       

7. N/B Alameda @ Walsh       

8. N/B Frederick @ Ringwood       

9. W/B Selby @ Oakwood       

10. W/B Alejandra @ ECR       

11. W/B Valparaiso @ ECR       
12. N/B Camino Por Los Arboles 
@ Valparaiso       
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13. E/B Atherton @ Alameda       

14. W/B Atherton @ ECR       

15. W/B Selby @ ECR       

16. E/B Selby @ Selby       
17. E/B Camino Al Lago @ 
Alameda       

18. W/B Isabella @ ECR       

19. Glenwood @ Laurel       

20. E/B Britton @ Alejandra    Resident Funded   

21. N/B Emilie @ Park    Resident Funded   
22. W/B Alejandra @ Brittany             
Meadows    Resident Funded   

23. W/B Marsh @ Middlefield       

24. E/B Stockbridge @ Alameda       

25. W/B Winchester @ ECR    Resident Funded   

26. E/B MacBain @ Emilie    Resident Funded   
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